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1. Introduction 
 
Tollcross Housing Association is committed to the safety of its staff, tenants and 

visitors and operates Closed Circuit Television (CCTV) to provide surveillance on 
a number of its premises, principally for the purposes of crime prevention and 

detection. 
 
Tollcross Housing Association recognises that using CCTV can be privacy intrusive 

as it is capable of putting law-abiding people under surveillance and recording their 
movements. This policy and procedure explains how Tollcross Housing 

Association will operate CCTV and how it uses the personal information recorded 
from it in a lawful manner and in accordance with the data protection principles.  
The policy and procedure seeks to ensure that privacy is considered whilst creating 

a safer environment for employees, tenants, members of the public and visitors to 
our premises.  In developing this document, Tollcross Housing Association has 

incorporated the standards and practices from the Information Commissioner’s 
Office (ICO) Code of Practice, ‘In the picture: A data protection code of practice for 
surveillance cameras and personal information’. 

 
In operating CCTV systems Tollcross Housing Association will: 

 
 Comply with the General Data Protection Regulation (GDPR), the Data 

Protection Act 2018 (DPA2018), the Freedom of Information (Scotland) Act 

2002; and any secondary legislation enacted under the legislation. 
 Ensure appropriate installation and operation of CCTV systems; 

 Ensure information captured is usable and meets the purposes installed for; 
and 

 Ensure individuals who may be captured in images are reassured that their 

privacy is being respected and information handled appropriately; 
 Ensure appropriate signage is in place. 

 
The procedure applies to all Tollcross Housing Association employees, temporary 
employees, committee members, agency workers, contractors and consultants. 

2. Purpose of CCTV 
 
CCTV systems are installed and operated by Tollcross Housing Association for the 

following purposes: 
 

 to protect and enhance the security of our premises and assets; 

 to safeguard against intrusion, vandalism, damage, disruption and anti-social 

behaviour; 

 when requested, to assist the Police in the prevention and detection of crime; 

 to provide a safer environment for employees and visitors; 

 
Although the CCTV system is not used to monitor employee activities, we shall 

review images where an issue arises, for example, a matter relating security and/or 
safety of staff and/or visitors. 
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3. Responsibility for Tollcross Housing Association CCTV Systems 
 

The Technical Director is responsible for the overall management and operation of 
the CCTV systems, including activities relating to installations, recording, 

reviewing, monitoring and ensuring compliance with this policy and procedure, 
including Data Protection Impact Assessments. An inventory of CCTV systems in 

operation, including details of camera numbers and positions will be maintained. 
The CCTV systems are operational 24 hours a day and are capable of being 
monitored live at any time. 

4. Data Protection 
 
For the purposes of the GDPR, Tollcross Housing Association is the data controller 

and is legally responsible for the management and maintenance of the CCTV 
systems installed and operated on our premises. Tollcross Housing Association 
will operate CCTV systems and handle any recorded images in accordance with 

the Tollcross Housing Association Data Protection Policy and this policy and 
procedure. 

 
4.1 Subject Access Requests 

 

The GDPR gives individuals the right to find out what personal data we hold 
about them including requesting to view or be provided with a copy of CCTV 

footage that they may appear in.  All requests for CCTV footage by individuals 
will be treated as subject access requests and will be handled in line with the 
Data Protection Policy and Data Subject Rights Procedures. 

 
Providing there are no other third parties identifiable in the footage, and there 

are no applicable exemptions to the disclosure under data protection law, 
Tollcross Housing Association will arrange for the data subject to view the 
images.  

 
If any of the footage contains images of third parties and it has not been deemed 

appropriate to allow footage to be viewed, the data subject may be provided 
with a narrative of the footage content or a still photograph.  
 

If the request is denied, the data subject will be informed of the reasons in 
writing and how to appeal the decision and/or complain to the Information 

Commissioner’s Office. 
 

4.2 Data Protection Impact Assessments 

Because CCTV can invade an individual’s physical and informational privacy, 
a Data Protection Impact Assessment (DPIA) will be completed for each new 

CCTV installation and for the renewal or alteration of existing CCTV 
installations.  
 

4.3 Signage and Privacy Notice 

Appropriate and clear signage will be put in place to make everyone aware 

where CCTV is in operation and who to contact regarding any queries about 



Tollcross Housing Association 

CCTV Policy & Procedure 

 

4 | P a g e  
 

 

the CCTV system.  The use of CCTV will also be recorded in appropriate 
Tollcross Housing Association Transparency Statements.  The signs will 

include the Tollcross Housing Association logo and should:  
 

 be clear, visible and readable. 

 contain details of the purpose of the surveillance and who to contact for 
further information. 

 include contact details; website address, telephone number and/or e-mail 
address. 

 

5. Freedom of Information 
 

As a public authority, Tollcross Housing Association is subject to the Freedom of 
Information (Scotland) Act 2002 (FOISA). FOI requests in relation to CCTV can 
include information on where cameras are sited, functionality, and whether they 

were operational over particular time periods. All FOI requests have to be 
submitted in a recordable format, e.g., by letter or email. Requests for information 

must be processed within 20 working days from the date of the request. Access to 
CCTV images may be subject to an exemption under Section 38 (Personal 
Information) or section 39 (Health, Safety and the Environment) of FOISA 2002.  

6. Technical Specification 
 
The CCTV systems will be of the technical specification to ensure appropriate 

quality of images and that unnecessary images are not viewed or recorded.  The 
Technical Director shall ensure that CCTV systems will have an accurate date and 

time set and that they are checked regularly. 
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7. Location of Cameras 
 
Cameras will be sited to ensure only areas of interest are subject to surveillance 

and to minimise viewing areas not relevant to the purposes for which the CCTV 
was installed for.  Cameras will be sited to ensure that they can produce quality 

images taking into account the environment where they are located, e.g., lighting 
and trees.  Cameras will be located in secure locations where they are reasonably 
protected from vandalism. Tollcross Housing Association currently has CCTV at 

the following sites:  
 

868 Tollcross Road Advice & Learning 

Centre 

Methven Street 

Camera 
No. 

Location Camera 
No. 

Location Camera 
No. 

Location 

1 External TX Rd east 1 Internal at reception 
facing door 

1 Internal facing front 
door, with some 
street view 

2 External TX Rd west 2 Internal at reception 
facing learning centre 

2 Internal fire exit door 
at lounge facing car 
park 

3 Internal at Reception 
facing front door 

3 Internal at interview 
room 1 

3 External at lounge fire 
exit door facing car 
park 

4 Internal at Reception 
facing front reception 
desk 

4 Internal at interview 
room 2 

4 External front door 

5 Internal at Reception 
facing main waiting 
area 

  5 Internal facing fire 
door at lounge  

6 Internal at staff 
entrance fire exit 
facing door 

  6 Internal facing front 
door and some of 
reception area 

7 Internal at fire exit 
facing rear door 

  7 External facing rear 
door 

8 External gable end at 
AC unit, facing Dunira 
Street 

  8 External facing rear 
door 

9 External rear 
elevation at fire exit 
door, facing parking 
bays 

    

10 Internal view of 
interview room 1 

    

11 Internal view of 
interview room 2 

    

12 Internal view of 
interview room 3 

    

13 Internal view of 
interview room 4 

    

8. Use of CCTV System 
 
8.1 Training 

All employees who need to use CCTV systems will be trained in respect of the 
necessary operational and administrative functions associated with the CCTV 
system operation. 
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8.2 Access to CCTV systems 

 

All CCTV equipment will be in secure and restricted locations. Access is strictly 
limited to relevant employees.  Access to equipment and images will be 
recorded in the CCTV Request Register. 

 
8.3 Live Monitoring of Images 

 
The Association does not envisage any requirement to use live monitoring.  

 
8.4 Recording / Storage of Images 

 

CCTV images are recorded on a digital hard drive and accessed only when an 
incident has been reported that requires the images to be viewed.  Requests to 
view images by Tollcross Housing Association staff will require prior approval 

of the Corporate Services Director, or if unavailable, another member of the 
Leadership Team, and will only be permitted for the purposes the CCTV has 

been installed for.  
 

8.5 Copies of Recorded Images 

 
Copyright and ownership of all material recorded on Tollcross Housing 

Association’s CCTV systems will remain the property of Tollcross Housing 
Association. Copies of recorded images will only be made when required for 
investigation or disclosure in relation to the purposes for which the CCTV was 

installed for.  Copies are to be encrypted on DVD or USB Memory Sticks and 
are to be stored and transported securely. Once the images are no longer 

required, they are to be disposed of securely. 
 
8.6 Retention 

 
CCTV images will be retained only for as long as necessary to fulfil the required 

purpose and in accordance with Tollcross Housing Association retention 
schedules. This will not usually exceed 30 days unless requested by the Police 
or other statutory enforcement agencies when, in accordance with data 

protection laws, the Association may retain digital images for longer periods 
until such time as they are able to be viewed or shared with the relevant body. 

9. Disclosing CCTV Images to Third Parties 
 
Disclosure of information from the CCTV systems will be controlled and consistent 

with the purposes for which the system was installed. Images will only be disclosed 
to relevant and authorised third parties, e.g., Police Scotland.  A register of CCTV 
disclosure and non-disclosure will be maintained by the Corporate Services 

Director. 
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9.1 Requests from the Police  

 

Police Scotland may request access to CCTV images held by Tollcross 
Housing Association, either by viewing the data on the premises or by requesting 
a copy of the data.  To disclose personal data lawfully to the police we need to be 
satisfied:  
 

 That disclosure is necessary for one or more of the following purposes:  
 

- the prevention or detection of crime; or 

- the apprehension or prosecution of offenders; and  
 

 That not disclosing the personal data would be likely to prejudice the 
purpose cited.  

 
As one of the purposes for having CCTV is to assist with crime prevention and 
detection, releasing images to the Police may be done without breaching data 

protection legislation.  However, the identity of the requester and validity of the 
request must always be verified.  This can be done by checking Police ID cards 

and/or by calling the local police station to confirm the identity of the requester 
and validity of the request. 
 

9.2 Requests from other Third Parties 

 

It is important if asked to release CCTV images to any third party (except the 
Police) that the third party is advised to put the request in writing and that this 
request is reviewed by the Corporate Services Director and can only be 

released with their authorisation, or in their absence, a member of the 
Leadership Team. 

 
If there are doubts or concerns about a request, it is important to note that 
Tollcross Housing Association has the discretion to refuse a request for 

information unless there is an overriding legal obligation such as a court order 
or information access rights.  

 
In the rare event that an urgent request is made, then images may be disclosed 
without prior authorisation if a delay in doing so may put an individual at serious 

risk. 
 

9.3 Disclosing images 

The method of disclosing images must be carried out securely to ensure that 
the images are only viewed by the intended recipients. In most cases, such as 

disclosing to the Police, it is likely that the images will be collected in person. 
DVDs of images must never be sent via post.  Any disclosure must be 

recorded in the CCTV Request Register. Once images have been disclosed to 
a third party, they become the data controller and are responsible for the 
security of the images. 
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10. Misuse of CCTV systems or images 
 
Any misuse of Tollcross Housing Association’s CCTV systems or images by 

employees will be treated seriously and may be considered under the 
Association’s disciplinary procedures. 

11. Complaints  
 
If an individual wishes to make a complaint about our operation of CCTV this 

should be directed to the Corporate Services Director in the first instance. 
Individuals also have the right to complain to the Information Commissioner if 
they feel we are not operating CCTV in accordance with GDPR. 

12. Equalities 

12.3 An Equality Impact Assessment (EIA) has been carried out when 

reviewing this policy.  In line with good practice the completed EIA will 

be published alongside the CCTV Policy and Procedure.   

12.4 Where there is a need for follow-up action, the tasks and timeframe for 

achieving them shall be noted in the Equality and Human Rights Action 

Plan to ensure they are addressed. 

12.5 We do not see this policy as having any direct impact upon the 

protected characteristics contained within the Equality Act 2010.  

13. Review of Policy and Procedure 
 

This policy and procedure will be reviewed every three years or sooner as 
deemed necessary due to changes in legislation or as directed by the 

Management Committee. 
 

Appendix: 

1. CCTV Request/Disclosure Register 
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Appendix 1 

Serial 

No 

Date Name / 

appointment 
of person 

authorizing 

release  

Name / 

appointment 
of person 

requesting 

CCTV 
footage 

Reason for 

request 

Police 

Scotland 
request form 

received 

(DPA 18: S2, 
P1(2)) 

Details of 

footage 
(Camera 
number, 

location etc) 

Footage 

viewed on-
site or 

released  

Type of 

recording 
released 

Date 

footage 
viewed 

or 

remove
d from 

site 

Further detail / 

remarks 

Exam-

ple 

Dd/mm/

yyyy 

Joe Bloggs, 

Corporate 
Services 
Manager  

PC DM Ills, 

Police 
Scotland, 

Xxxxx Police 

Station 

Investigating 

suspected 
criminal 
activity  

Y/N 3 minutes 42 

seconds of 
video from 

camera 

number Xx 
from 2.47 pm 

on 

dd/mm/yyyy  

Released Footage 

copied/release
d onto Police 

Scotland 

encrypted 
data stick 

Dd/mm/

yyyy 

 

           

           

           

           

           

           

           

           

           

           

           

           

           

 

 


